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Description

The Zero Touch Provisioning (ZTP) of BIG-IP VE workflow is used to perform the following:
Instantiate BIG-IP Virtual Edition (VE) on a KVM hypervisor.

License using either a BIG-1Q or Bring Your Own License (BYOL) key.

Integrate the workflow with an ITSM tool — ServiceNow for approvals and tracking.
Do basic provisioning on the new BIG-IP and add it to the AppViewX inventory.

=4 =4 =4 -4 =4

Send email notifications regarding the implementation status and the new BIG-IP details.

The flow diagram shown below is designed to improve service efficiency and reduce manual
effort.
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Prerequisites
To run the ZTP of BIG-IP VE workflow in your environment, ensure that the following pre-
requisites are met:

1 Free AppViewX or AppViewX version 12.1.0 and 12.2.0 has been downloaded and
installed.

1 The following devices have been added to the AppViewX inventory:
KVM Hypervisor

BIG-IQ

DNS Name Server

NTP Server

SNMP Server

LDAP Server

o Infoblox

O O O o o o

1 A storage pool (/opt/vm/) is available in KVM within which the guest VMs will be created.
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1 Animage (.gcow?2 format) of BIG-IP version 12.1 is available in the KVM home
directory.

1 KVM has at least 2 bridges to the external network. One will be used for device
management and the other for the VLAN connection.

1 The subnet of an additional interface is managed by the Infoblox IPAM.

1 The management interface given to the VM has a proper DHCP in order to assign an IP
address that will be used to access it.

1 The following packages are available in KVM:

0 nmap
o routes
o brctl
o virsh

1 An ITSM device (ServiceNow) has been configured under the Change Management
section of the AppViewX Settings module.

9 If the user prefers not to use BIG-1Q, then they have their own registration key.
1 The BIG-IQ has a registration key pool with free licenses activated in it.

9 The time zone of the BIG-IQ and the new BIG-IP VE must be maintained. A device will
be added whenever the time difference between the new VE and the BIG-IQ is more
than 300 seconds.

1 An SMTP server has been configured under System settings in order to receive email
notifications. For more details on how to configure an SMTP server, refer to the SMTP
Configuration section of this guide.

Compatible Software Versions

The workflow has been tested and validated on the following software versions:

1 AppViewX — Free AppViewX, AVX 12.1.0, and AVX 12.2.0

i1 ServiceNow — Geneva version and Eureka version

M Infoblox — version 7.2.X

1 F5 (both LTM and GTM) — version 10.x, 11.x, or 12.x
Limitations

Not applicable

Log In to AppViewX
Log in to the AppViewX web interface. The standard format for a login URL is:
http s://hostname:portnumber

The hostname and port number are configured during deployment, with the default port number
set to 5004 and the default web credentials set to admin /AppViewX@123.

Note: It is recommended that you access AppViewX using Internet Explorer, Firefox, or Google
Chrome.
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Add a KVM Hypervisor

To a KVM hypervisor, complete the following steps:

1. Click the E (Menu) button on the left-hand side of the AppViewX screen
2. Navigate to Inventory > Device.

The Device screen opens with ADC tab displayed by default.
3. Click the Others tab.

Note: Devices (such as Windows and Linux machines) that are not supported by
AppViewX are managed in the Others section.

4. Click the [*] (Add) button in the Command bar.

= AppViewX Wed Oct 04 2017 12:38:18 GMT+0530(ST) £ 7

Vendors General information

* Device name KVM * IP address 192.168.133.108

* Port 22 Model KV

Device description Data center DC

Credentials

* Credential type Manual entry v

* User name root * Password

Enable password

5. On the Add screen that opens, enter a name for the device to help the users identify it.

6. Inthe IP address field, enter the IP address of a device for which the connection must
be established.

7. Inthe Port field, enter a port number through which you want to establish a network
connection.

8. (Optional) In the Model field, enter a model name of the router. For KVM hypervisors,
the model name should be KVM.

9. Enter a description of the device that makes it easy for users to tell what the device is
for.

10. In the Data center field, enter the data center name in which the device resides.
11. From the Credential type dropdown list, select how to want to provide the credentials:

1 Select Manual entry if you want to manually enter the credential details (user
name and the associated password) every time the device is accessed.

1 Select Credential list if you want to retrieve the login details created in the
credential template. For more details on how to add a credential to a device, refer
to the Add a Credential section of this guide. After you select a credential name
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from the dropdown list, the user name and password fields are auto-populated
with the values provided in the credential template.

12. Click Save. The new device is added to the AppViewX inventory and appears in the

table on the Others tab.

= AppViewX Wed Oct 042017 12:37:23GMT+0530(sT)  #  ?

+ P O B 1wi1of1

ADC Server DNS Firewa I WAF Switch Router Proxy Others Cloud

Name IP address Access type Model Data center Status
K 192.168.133.108 55H:22 KvM is © Managed

The device will display one of the following statuses:
1 In Progress — Device configuration fetch is in progress.

1 Managed — Device configurations are fetched and parsed successfully. This is the
status a successfully added device should have.

1 Unresolved — Unable to communicate with device due to invalid login credentials.
9 Failed — Device configuration fetch failed due to unsupported version.

Add an ADC Device: BIG-1Q

To add an ADC device, complete the following steps:

1.

2
3.
4

o a

~

Click the E (Menu) button on the left-hand side of the AppViewX screen
Navigate to Inventory > Device.

The Device screen opens with ADC tab displayed by default.

Click the (Add) button in the Command bar.

On the Add screen that opens, click to select BIG-IQ as the ADC vendor.

= AppViewX Wed Oct 04 2017 12:40:02 GMT+0530 (15T} ¢4 7

l'_g BiglQ * Device name Big1Q-41.63 * P address 192.168.41.63
D Cent
up sy
dential M
User name admi Passwor d

In the Device name field, enter a name for the device to help users identify it.
In the IP address field, enter the IP address of a device for which the connection must
be established.

(Optional) In the Data center field, enter the data center name in which the device
resides.

From the Credential type dropdown list, select how to want to provide the credentials:
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10.

11.

o0 Select Manual entry if you want to manually enter the credential details (user

name and the associated password) every time the device is accessed.
0 Select Credential list if you want to retrieve the login details created in the

credential template. For more details on how to add a credential to a device, refer
to the Add a Credential section of this guide. After you select a credential name
from the dropdown list, the user name and password fields are auto-populated

with the values provided in the credential template.
Click Save and the Device group tab will be enabled.

From the list of group names, select the group to which you want to associate the

device.

Click Save. The new BIG-IQ device is added to the AppViewX inventory and will be

displayed in the collection grid under ADC tab.

= AppViewX

ADC Server DNs Firewall WAF Switch Router Proxy Others Cloud

ort Vendor
(&Fs
(§ Bl

&Fs

Sync group/cluster IP address

)
SRS R

Modules
LTM
LTM
LTM,GTM

Wed Oct 04 2017 12:23:21 GMT+0530(IST) £}

BB L

o E

1to60f6

Data center
DC

DC

DataCenter

The device will display one of the following statuses:
1 In Progress — Device configuration fetch is in progress.

1 Managed — Device configurations are fetched and parsed successfully. This is the

status a successfully added ADC device should have.

1 Unresolved — Unable to communicate with device, due to invalid login

credentials.

9 Failed — Device configuration fetch failed, due to unsupported version.

Add a Server

To add a server, complete the following steps:
Click the E (Menu) button on the left-hand side of the AppViewX screen

1.
2.

Navigate to Inventory > Device.
The Device screen opens with ADC tab displayed by default.
Click the Server tab.

Click the [+ (Add) button in the Command bar.

On the Add screen that opens, click to select Other Devices and add the servers such
as DNS Name Server, NTP Server, SNMP Server, and LDAP Server.
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Wed Oct 04 2017 1 :55 GMT+0530(IST) £ 7

Device details

Vendors Server details
& OTHER DEVICES * Server ype Other devices

* Server name NTP

* IP address 10.10.100.126 Data center DC
Credentials

* Credential type Manual entry v

* User name admin * Password

5. Inthe Server name field, enter a name for the server to help users identify it.

6. Inthe IP address field, enter the IP address for which the connection must be
established.

7. (Optional) In the Data center field, enter the data center name in which the device
resides.

8. From the Credential type dropdown list, select how to want to provide the credentials:

1 Select Manual entry if you want to manually enter the credential details (user
name and the associated password) every time the device is accessed.

1 Select Credential list if you want to retrieve the login details created in the
credential template. For more details on how to add a credential to a device, refer
to the Add a Credential section of this guide. After you select the credential name
from the dropdown list, the user name and password fields are auto-populated
with the values provided in the credential template.

9. Click Save. The new server is added to the AppViewX inventory and appears on the

= AppViewX Wed Oct 042017 12:33:06 GMT+0530 (I5T) (3 7
il £ B &£ © 8 1w30f3
ADC Server DNS Firewall WAF Switch Router Proxy Cloud
Name IP address Data center Vendor Status Credential type
Dumm; a2 5 DC BB Other Devices @ unre d Manual entry

® KM DC /B, Other Devices o Manual entry

P DC B Other Devices @ Unre Manual entry

The device will display one of the following statuses:
1 In Progress — Device configuration fetch is in progress.

1 Managed — Device configurations are fetched and parsed successfully. This is
the status a successfully added ADC device should have.

1 Unresolved — Unable to communicate with device, due to invalid login
credentials.

1 Failed — Device configuration fetch failed, due to unsupported version.
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Add an IPAM Device: Infoblox

To add an IPAM device, complete the following steps:

1.
2.

9.

10.
11.

12.

Click the E (Menu) button.

Navigate to Inventory > Device.

The Device screen opens with ADC tab displayed by default.

Click the DNS tab.

Click the (Add) button in the Command bar.

On the Add screen that opens, click to select Infoblox as the DNS vendor.

Device :: DNS

Device details

Vendors General information
o i * Grid master test * FQDN/IP address 192.168.40.229
Data center

Credentials

* Credential type Manual entry v

Secondary device information

Grid master candidate

In the Grid master field, enter a name for the primary device to help users identify it.

In the FQDN/IP address field, enter the IP address of the primary device for which the
connection must be established.

(Optional) In the Data center field, enter the data center name in which the device will
reside.

From the Credential type dropdown list, select how to want to provide the credentials:

1 Select Manual entry if you want to manually enter the credential details (user
name and the associated password) every time the primary device is accessed.

1 Select Credential list if you want to retrieve the login details created in the
credential template. For more details on how to add a credential to a device, refer
to the Add a Credential section of this guide. After you select the credential name
from the dropdown list, the user name and password fields are auto-populated
with the values provided in the credential template.

Click Grid master candidate checkbox if you want to add a secondary device.
At a minimum, fill in all fields that contain a red asterisk beside their names.
Click Add to add the secondary device to the table at the bottom of the screen.

Note: You can add more than one secondary device. The Update and Delete buttons
are enabled only when you try to modify existing secondary devices.

Click Save. The new device is added to the AppViewX inventory and appears on the
DNS tab.
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Wed Oct 04 2017 12:37:00 GMT+0530(IST} 7

-+ L L@

= AppViewX

1to20f2

Others

Cloud

DNS Firewall WAF

Version Status

<5 Infoblox 734 ® Available

EBM:

Vendor Data center Object count

10 Records @ Managed

The device will display one of the following statuses:
1 In Progress — Device configuration fetch is in progress.

1 Managed — Device configurations are fetched and parsed successfully. This is
the status a successfully added ADC device should have.

1 Unresolved — Unable to communicate with device, due to invalid login
credentials.

9 Failed — Device configuration fetch failed, due to unsupported version.

SMTP Configuration

The System tab within the Settings module is where you configure the Simple Mail Transfer
Protocol (SMTP) server details for sending an email naotification.

To configure an SMTP server, complete the following steps:

1. Click the E (Menu) button.
2. Click the Settings option.
On the Settings screen, click the System tab.

SMTP configuration

* SMTP host

* SMTP port

* Fram address

Authentication

Authentication required

Username

Password

Test Email

Zend Email o

localhost
25

support@appviewx.com

3. Inthe SMTP host field, enter the host address of the SMTP server.
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In the SMTP port field, enter the port number for the SMTP server.

In the From address field, enter the email address from which the notification must be
sent.

If an authentication is required to connect to the SMTP server, click the '@ (Disabled)
button to enable it.

If you enabled authentication in Step 6, enter the user name and the associated
password used for authenticating the SMTP server.

In the Send Email to field, enter an email address to whom you want to send a
notification.

Click the Test button. A test email verifying the status of configuration will be sent to the
email address you provided in Step 8.

10. Click Save to save the changes you have made to the system settings.

Register an ITSM Device: ServiceNow

1.

No ok wd

In the navigation menu on the left-hand side of the AppViewX screen, navigate to
Settings.

On the Settings page that opens, click Change Management in the column on the left.
Click the ServiceNow plug-in.

On the Vendor configuration screen that opens, enter a valid web URL

(Optional) Enter a Description of the vendor to help users identify it.

Enter the ServiceNow username and password credentials in the respective fields.
Click Update to save the changes made in the system.

%]

Information

* Name Change * URL https:/fven01189.service-now.com

Description Upload image X

Select configurstion type re validation, Post validation - snsolidated logs
Sel y Prevalid P Consol

(Optional) The F5 LTM device you are configuring should be present in the ServiceNow
LB Hardware inventory. You can check this by opening ServiceNow and clicking to open
the Load Balancers > LB Hardware section shown below. The device name used in
the ServiceNow inventory and AppViewX ADC device inventory should be the same.




ZTP of BIG-IP VE Workflow Guide

o
o— ™ . . Q v &
—  ServiCen®WWw:" service Automation
Navigator
e Welcome: System Administrator & &
4ir

UstgpdFomn | <% oad ® @ { = Load Balancer - 112.40 &7 & V' |Update| Delete 4
omd +h
& Configuration Name SFO_F5 ADC_R23 Company Q
&

¥ Load Balancers
Dggsrggg o Asset tag Serial number
i + LB Hardware
¢ LB Applications Manufacturer Q Model ID Q,
m MID Server Asset Assigned to [o}
All Bookmarks
Downloads
® System Definition IP Address | 192.168.40.153
SQ:SE?Q Upload File Host name

Import Visual Workflows

Note: Free AppViewX comes preloaded with visual workflows. You will only need to use the
following import instructions when newer versions of the workflows are available.

Click the B (Menu) button.

1.
2. Navigate to Workflow > Configurator.
3. Click the (Import) button in the Command bar.
4. Onthe Import screen that opens, complete the following steps:
a. Click the Browse button.
b. Select the zip file containing one or more workflows, then click Upload.
c. Inthe table at the bottom of the Import page, select the check box beside the

unzipped workflow file.
d. Click Submit to deploy the workflow into your AppViewX environment.

The ZTP of BIG-IP VE workflow diagram is shown below:

B
R
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) § License Fail D—’
-t [ 2
O Join r—
! Lang XK} —
nputs 7o w; (Y o
NEwFSVM e ===== L F5Devite — ’ ,f'
"T’ s ® Licensing 5= P‘
i
N il _ — — —— &
Checf ITSM % KvihCreate Delafl- Device I W3- Prov _——
.'(eg;rau:v' WEw VirtUEl Cofifiguration [ e Incompleted Close Change
i — 1 U=e B|_1 q S=EE; l I
W F L devimary > ¥ -
! . @ Eua . — D3
— </ I3 <13 foint Basit Ml - Pray
Valigste — — - = L3 Frovisionin 711
. b [ Device WISIONINE Completed ol
Lyange —— Copy F5 KVM Ger MAC L R Gather Big-iQ, Managemem: e — —— =
Image Information Stats,Check License 4 & Ll ‘T’
>~
. )) = BT _
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— BIGIQ BIG-IP VE p
— Retry - Device a Stop
Retry - Ticket Status
Approval Close Change
e

10
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Import Helper Scripts

Note: Free AppViewX comes preloaded with helper scripts. You will only need to use the
following import instructions when newer versions of the helper scripts are available.

1.

2.
3.
4

Click the B (Menu) button.
Navigate to Provisioning > Templates.

Click the (Import) button in the Command bar.
On the Import screen that opens, complete the following steps:

a. Select the Helper script radio button.

b. Click Browse and select the helper script zip file you want to import.
c. Click Upload to import the file and view its contents.
d

In the table at the bottom of the Import page, select the check boxes beside each
of the helper scripts.

e. Click Submit to deploy them into your AppViewX environment.

Enable a Workflow
To enable the ZTP of BIG-IP VE workflow, complete the following steps:

1.
2.

5.

Click the B (Menu) button.
Navigate to Workflow > Configurator.
The Workflow screen opens.

Click the || (Select) button on the ZTP of BIG-IP VE workflow to enable. If the workflow
is already selected, a Ed (Deselect) button appears.

Click the & (Enable) button in the Command bar.

Note: You can also enable the ZTP of BIG-IP VE workflow from the Card view by
clicking the '@ (Disable) button.

.:_ ZTP of BIG-IP VE

admin

nstantiation of a BIG-IP VE on KVM hypervisar, ...

& o 9 2

On the Confirmation screen that appears, click Yes.

ZTP of BIG-IP VE Workflow

To submit the ZTP of BIG-IP VE workflow, complete the following steps:

1.
2.

Click the E (Menu) button.
Navigate to Workflow > Request.

The Request screen opens with My catalog tab displayed by default. This screen
displays all enabled workflows assigned to a specific user role.

11
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10.

11.

12.

13.

14.

Click the m (Run workflow) button on the ZTP of BIG-IP VE workflow.

On the Form Builder screen that opens, click the Get Host Machine button to retrieve
the list of host machines.

From the Select Host Machine dropdown list, select the host machine for which you
want to create a guest Virtual Machine (VM).

In the VM Name field, enter a name to help the users identify it.

In the Use BIG-IP Flavors field, select how you want to configure the guest VM:
a. Select Yes to use the BIG-IP Flavor configurations that are provided by F5.
b. Select No to manually enter the CPU Cores and RAM size of the guest VM.

Click the Get Management Interface button to retrieve the list of interfaces available in
the host machine.

From the Management Interface dropdown list, select the interface you want to use for
configuration and management operations.

Click the Get Additional Interface button to retrieve the list of interface available in the
host machine.

This will display all the interfaces except the ones that are used for management
operations.

From the Additional Interface dropdown list, select the interface you want to use for
external network handling (VLAN configuration).

Note: We are adding only one additional interface to this workflow.
If you do not want to use a BIG-IQ device for licensing, select No and do the following:

a. Inthe Base Registration Key field, enter the registration license key you
received from F5 in order to communicate with the device.

b. Enter the details (such as name, job title, company name, address, phone
number, email address, host name, password, and time zone) in order to get the
license from F5.

If you want to use a BIG-IQ device for licensing, select Yes and do the following:

a. Click the Get BIG-IQ device button to retrieve the list of BIG-IQ devices. Select
the BIG-IQ device you want to use for licensing from the dropdown list.

b. Click the Get Available BIG-IQ Device Pools to retrieve the list of pools
available in the BIG-IQ device. Select the pool you want to use from the BIG-IQ
Device Pool dropdown list.

c. Click the Get RegKey Pools button to retrieve the list of registration key pools
available in the BIG-IQ device. Select the license key pool you want to use from
the Registration Key Pool dropdown list.

d. Enter the details (such as host name, password, and time zone) in order to get
the license from BIG-IQ.

From the Provisioning Modules dropdown list, select the modules you want to
provision.

Note: This option appears only when you manually enter the configuration details of the
guest VM.

12
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15.

16.

17.

18.

19.
20.

21.
22.

23.

24,

25.

26.

27.

28.

29.

Click the Get IPAM Devices button to retrieve the list of Infoblox devices present in the
AppViewX inventory.

Select the Infoblox device you want to integrate with the workflow from the dropdown list.
This allows users to reserve a free IP address from the available address pools, which
you can use later to tag with the VLAN.

In the Vlan name field, enter a name for the VLAN connection to help users identify it.
Click the Get NTP Servers button to retrieve the list of NTP servers present in the
AppViewX inventory.

Select the NTP server you want to use for time synchronization from the dropdown list.
Click the Get DNS Name Servers button to retrieve the list of DNS name servers
present in the AppViewX inventory.

Select the DNS server you want to use for DNS resolution from the dropdown list.

Depending on whether or not you want to configure an SNMP server for the guest VM,
click the Yes or No radio button. To configure an SNMP server, do the following:

a. Click the Get SNMP Servers button to retrieve the list of SNMP servers from the
AppViewX inventory. Select the host you want to use for network management
from the SNMP Host dropdown list.

b. Enter the Community, Trap name, and port details of the selected SNMP
server in the respective fields.

Depending on whether or not you want to configure an LDAP server for the guest VM,
click the Yes or No radio button. To configure an LDAP server, do the following:

a. Click the Get LDAP Servers button to retrieve the list of LDAP servers from the
AppViewX inventory. Select the server you want to use for authentication from
the LDAP Server dropdown list.

b. Enter the Port, Domain, and password of the selected LDAP server in the
respective fields.

In the Device Name for AVX Inventory field, enter a name for the device. The device
name should be same as how it is mentioned in the AppViewX inventory.

Depending on whether or not you want to integrate ServiceNow (SNOW), select the
Yes or No radio button. To integrate ServiceNow, you must enter the following details:

a. Click the (Calendar) button to select the start and end dates and times for
the service window. The configuration changes will be implemented during this
timeframe.

Click the Create ServiceNow Ticket button to retrieve the ticket number. A new request
ID automatically appears in the Ticket Number field.

From the Business Unit dropdown list, select the business unit from where you want
the workflow to be triggered.

In the Mail ID field, enter an email address of the recipient to whom you want to send the
status of the workflow.

Click Submit.
To view the request details refer to the Request Inventory section of this guide.

13
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Work Order Flow

Following are the workorder tasks of ZTP of BIG-IP VE workflow.

Note: You can click each task to view its details. Wherever applicable, all logs related to the
selected task are displayed in the Logs pane at the bottom of the screen.

= AppViewX Thu Oct 052017 09:38:21 GMT+0530 (I5T) (4 7

Request :: Inventory

Q

nputs for New FS VM

Copy F5 Image

KVM Create New Virtual M...
KVM Get MAC Information ...
Delay - Device Configuration
KVM VM Status Check

Retry - Device Status

F5 Device Licensing

Logs

i

Mail-ZTP License Success @9/22/2017
@9/22/2017
Basic Provisioning @9/22/2017

Add Device to Inventory

O 0 0 0 00 0 0 0 0 060 0

&

Mail - Prov Completed

1. Copy F5Image b An image (qcow2 format) is copied from the KVM home directory to
the storage pool /opt/vm

2. KVM Create New Virtual Machine b A new VM is created based on the input provided
in the form builder.

3. KVM Get MAC Information of the VM b The MAC information of the guest VM is
provided when the commands are run on the host.

4. Delay Device Configuration b A one-minute delay is added to give time for the VM
configuration. It is also based on the speed of the KVM. If the KVM is already loaded, the
delay time will vary.

5. KVM VM Status Check b The status check ensures that the device is up and running.
The IP address of the guest VM is obtained.

6. F5 Device Licensing

If the user selected BYOL, the license key will communicate to the device to get the
dossier key. This dossier key is then sent to activate.f5.com, which returns the license.
The license is then pushed to the device and activated.

If the user selected BIG-IQ, a free license is obtained from the license key pool. The new
BIG-IP VE is added to the BIG-IQ device as a managed entity and the license from the
selected key pool is provided to the device.

7. Mail-ZTP License Success b An email natification on the status of the BIG-IP VE
licensing is sent to the users.
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10.

Mail Contacts Calendar Tasks Briefcase Drivebsta Preferences CHG0034134 1 E3

Close Reply | Reply to All Forward Archive || Delete | Spam e | F~ Actions ¥

£ CHG0034134 :: Device Licensing Success - Waiting for inputs

AppViewX Notification

Your Device is Licensed.

Waiting for inputs to perform basic provisioning.

Ticket Number: 'CHG0034134°

Triggered by: "'BU 1’

Device Details:

Ticket Number: ‘CHG0034 134"
VM Name: F5'
IP:192.168.133.200

MAC : 2A:54:00:EC:9A:DA

Please do not reply as this is an auto generated email by AVX.

Basic Provisioning b The BIG-IP VE is provisioned for external network handling
based on the details provided in the form builder.

Add Device to Inventory b The BIG-IP VE device is added to the AppViewX ADC
device inventory.

Mail - Prov Completed b An email naotification on the status and details of the BIG-IP
VE provisioning is sent to the users.

Mail Contacts Calendar Tasks Briefcase Drivedea Preferences
Close | | Reply | ReplytoAll | Forward | | Archive | Delete | Spam | | @b~ | # v || Actions v D View
© CHG0034134 :: Basic Provisioning of Device - Success 3 messa:

Basic Provisioning of the device is completed successfully
CongratulationsHHININIINL. Now your device is ready to use
Ticket Number: "CHG0034134'

Triggered by: 'BU 1'

Details:

Host Name: 'ZTP-F5 . appviewx.com'

Management Interface IP: 192 168 133 200

Additional Interface(s) IP: 192 168 1413

Module(s) Provisioned: LTM

Time Zone: ‘Asia/Kolkata'

Vlan Name: ‘external'

Commands Executed: ["tmsh modify /sys global-settings hostname ZTP-F5 appviewx com”,"tmsh modify auth user admin password admin”,"tmsh modify auth user admin shell
tmsh" "tmsh modify auth user admin shell bash”,"tmsh modify /sys provision Itm level nominal”,"tmsh modify /sys ntp timezone Asia/Kolkata","tmsh modify sys global-settings gui-setup
disabled" "tmsh create net vlan external interfaces add { 1.1 { untagged } }" "tmsh create net self 192 168.141.3 vlan external address 192 168.141.3/24" "tmsh save sys config"]

Device Name in AVX Inventory: 'AVX-ZTP-KVM-IQ-ADDED'

Request Inventory

To go to the Request inventory, complete the following steps:

1.
2.

click the B (Menu) button.
Navigate to Workflow > Request.
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The Request screen opens with My catalog tab displayed by default.
Click the Request Inventory tab.
This displays all workflows that have been triggered. On the Request Inventory screen,

you can search for a request using the Search field and/or click the El (Filter) button to
select the options you want to use to sort the requests.

Tue Sep 26 2017 15:05:53 GMT+0530(IST) £ 7

< | 1to1000f229 >
Mycatalog  Request Inventory  Scheduled workflows
Request ID Workflow Created by Created time Last updated Status Activity log
229 Modify Virtual Server admin 0 0! In Progress Vig
Creation admin In Proj
Creation admin In Pro;
Creation admin In Proj
Creation admin In Pro;

reation admin

BIG-IP VE admin

In Progress

© Completed

ASM Policy Migration admin 22/09/2017 11:26 AM 22/09, 711:26 AM

Click the Request ID created for ZTP of BIG-IP VE in order to view the tasks or phases
of a request in a tree-view. For more details, refer to the Work Order Flow section of this
guide

You can also view the following details of the request that are created: request creator,
request time, last updated time, status, and activity log.

Click the View link in the Activity log column to display the request in a stage view. In

the Summary tab, click the [+] (Expand) icon to view the details of each task. Click the
Details tab to view log messages and other particulars of a request.

© Completed

Request :: Inventar ~
eques verntory i

Summary Detail
Request ID - 223 -
o Inputs for New F5 VM & &~

Form has been reviewed by user:admin

Inputs for New F3 VM Completed

o CopyF5Image & -

Initiating Copy F3 Image

F3 Image Copied Successfully

Copy F5 Image Completed
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Schedule a Workflow

To schedule a workflow, complete the following steps:

1. Click the E (Menu) button.
2. Navigate to Workflow > Request.
The Request screen opens with My catalog tab displayed by default.

3. Click the (Schedule workflow) button on the ZTP of BIG-IP VE workflow.

4. Onthe ZTP of BIG-IP VE window that opens, select the frequency of the policy migration
process: once, hourly, daily, weekly, monthly, or yearly. The remaining fields in the
Scheduler region update depending on what you select.

5. Click Save.

View Scheduled Workflows

To go to the scheduled workflow screen, complete the following steps:
1. Click the E (Menu) button.

2. Navigate to Workflow > Request.

3. The Request screen opens with My catalog tab displayed by default.

4. Click the Scheduled workflows tab.

5. On the Scheduled workflow screen that appears, you can perform the following tasks:

o Inthe View log column, click View to display the details of a scheduled workflow.

0 Click the @ (Pause) or E (Resume) button to temporarily stop or continue the
execution of a workflow.

Add a Credential

To add a credential to a device, complete the following steps:

1. Click the E (Menu) button.

2. Navigate to Inventory > Device.
The Device screen opens with the ADC tab selected by default.

3. Click the respective tab.

4. Click the check box beside the device name, then click the (Credential) button in the
Command bar.

5. On the Add credential screen that appears, enter the name of the credential you want to
add to the device.

6. Enter the username and password associated with the credential.

7. (Optional) If a secondary credential password was created by a vendor in order to
communicate with the device, thus allowing different levels of control over the credential,
enter this password in the Secondary password field.

8. Click Save.
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The credential is then added to the table at the bottom of the screen. You can delete a
credential or modify its name, user name, or password by selecting the check box
beside the credential name in the table at the bottom of the screen and then clicking
either the Modify credential or Delete button in the Command bar.

Troubleshooting

I cannot find the ZTP of BIG-IP VE workflow in the Request Catalog

You must enable the workflow from the Configurator section. For more details on how to enable
a workflow, refer to the Enable a Workflow section of this guide.

Why does BIG-IP VE licensing fail?

BIG-IP licensing fails in the following scenarios:
1  When the license key is misspelled.
1 When an incorrect license key pool is selected in Big-1Q.

1 When there is no Internet connection to connect to AppViewX, activate BYOL keys, and
create a ServiceNow ticket.
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